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THE IMPORTANCE OF ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

Functioning critical infrastructure isimperative during the response to the COVID-19 emergency for both public health
and safety as well as community well-being. Certain critical infrastructure industries have a special responsibility in
these times to continue operations.

This guidance and accompanying list are intended to support State, Local, and industry partners in identifying the
critical infrastructure sectors and the essential workers needed to maintain the services and functions Americans
depend on daily and that need to be able to operate resiliently during the COVID-19 pandemic response.

This document gives guidance to State, local, tribal, and territorial jurisdictions and the private sector on defining
essential critical infrastructure workers. Promoting the ability of such workers to continue to work during periods of
community restriction, access management, social distancing, or closure orders/directives is crucial tocommunity
resilience and continuity of essential functions.

CONSIDERATIONS FOR GOVERNMENT AND BUSINESS

This list was developed in consultation with federal agency partners, industry experts, and State and local officials,
and is based on several key principles:

1. Response efforts to the COVID-19 pandemic are locally executed, State managed, and federally supported

2. Everyone should follow guidance from the CDC, as well as State and local government officials, regarding
strategies to limit disease spread.

3. Workers should be encouraged to work remotely when possible and focus on core business activities. In-
person, non-mandatory activities should be delayed until the resumption of normal operations.

4. When continuous remote work is not possible, businesses should enlist strategies to reduce the likelihood of
spreading the disease. This includes, but is not necessarily limited to, separating staff by off-setting shift
hours or days and/or social distancing. These steps can preserve the workforce and allow operations to
continue.
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5. Allorganizations should implement their business continuity and pandemic plans, or put plans in place if they
do not exist. Delaying implementation is not advised and puts at risk the viability of the business and the
health and safety of theemployees.

6. Inthe moderneconomy,reliance ontechnology and just-in-time supply chains means that certain workers
must be able to access certain sites, facilities, and assets to ensure continuity of functions.

7. Government employees, such as emergency managers, and the business community need to establish and
maintain lines of communication.

8. When government and businesses engage in discussions about critical infrastructure workers, they need to
consider the implications of business operations beyond the jurisdiction where the asset or facility is located.
Businesses can have sizeable economic and societal impacts as well as supply chain dependencies that are
geographically distributed.

9. Whenever possible, jurisdictions should align access and movement control policies related to critical
infrastructure workers to lower the burden of workers crossing jurisdictional boundaries.

IDENTIFYING ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

The following list of sectors and identified essential critical infrastructure workers are an initial recommended set and
are intended to be overly inclusive reflecting the diversity of industries across the United States. CISA will continually
solicit and accept feedback on the list (both sectors/sub sectors and identified essential workers) and will evolve the
listin response to stakeholder feedback. We will also use our various stakeholder engagement mechanisms to work
with partners on how they are using this list and share those lessons learned and best practices broadly. We ask that
you share your feedback, both positive and negative on this list so we can provide the most useful guidance to our
critical infrastructure partners. Feedback can be sent to CISA.CAT@CISA.DHS.GOV.
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LAW ENFORCEMENT, PUBLIC SAFETY, FIRST RESPONDERS

Personnelinemergency management, law enforcement, Emergency Management Systemes, fire,and
corrections, including front line and management

Emergency Medical Technicians

911 call centeremployees

Fusion Centeremployees

Hazardous material responders from government and the private sector.

Workers - including contracted vendors —who maintain digital systems infrastructure supporting law
enforcement and emergency service operations.

INFORMATION TECHNOLOGY

Workers who support command centers, including, but not limited to Network Operations Command
Center, Broadcast Operations Control Center and Security Operations Command Center

Data center operators, including system administrators, HVAC & electrical engineers, security personnel,
IT managers, data transfer solutions engineers, software and hardware engineers, and database
administrators

Client service centers, field engineers, and other technicians supporting critical infrastructure, as well as
manufacturers and supply chain vendors that provide hardware and software, and information technology
equipment for critical infrastructure

Workers responding to cyber incidents involving critical infrastructure, including medical facilities, SLTT
governments and federal facilities, energy and utilities, and banks and financial institutions, and other
critical infrastructure categories and personnel

Workers supporting the provision of essential global, national and local infrastructure for computing
services (incl. cloud computing services), business infrastructure, web-based services, and critical
manufacturing

Workers supporting communications systems and information technology used by law enforcement,
public safety, medical, energy and other critical industries

Support required for continuity of services, including janitorial/cleaning personnel

FINANCIAL SERVICES

Workers who are needed to process and maintain systems for processing financial transactions and
services (e.g., payment, clearing, and settlement; wholesale funding; insurance services; and capital
markets activities)

Workers who are needed to provide consumer access to banking and lending services, including ATMs, and
to move currency and payments (e.g., armored cash carriers)

Workers who support financial operations, such as those staffing data and security operations centers

FOR A COMPLETE LIST OF CRITICAL INFRASTRUCTURE SECTORS AND ESSENTIAL WORKER GUIDANCE PLEASE
REFER TO CISA.GOV OR WWW.CISA.GOV/IDENTIFYING-CRITICAL-INFRASTRUCTURE-DURING-COVID-19
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