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Overview of the Two Versions of the CSBS Model Data Security Law 
 

There are two versions of the CSBS Model Data Security Law available for state regulator adop�on: the 
full Nonbank Model Data Security Law and the alterna�ve language requiring compliance with the FTC 
Safeguards Rule. Both versions aim to establish comprehensive and uniform standards for data security 
in financial ins�tu�ons and mi�gate cyber threats.  

CSBS Nonbank Model Data Security Law 
Pros: 

• Provides a robust and comprehensive framework for data security in financial ins�tu�ons. 
• Offers flexibility for customiza�on to fit the specific requirements and needs of each state. 
• Includes no�fica�on requirements following a no�fica�on event. 

Cons: 
• Adop�on may require a more extensive legisla�ve process. 
• The flexibility for customiza�on may encourage states to implement different requirements and 

become unaligned with each other and the FTC Safeguards Rule. 
• There is a poten�al for greater industry pushback due to the appearance of more requirements 

and the opportunity for uneven implementa�on state to state.  

Alterna�ve Language Requiring Compliance with the FTC Safeguards Rule 
Pros: 

• A streamlined approach for states looking to implement language without modifica�ons. 
• It simplifies the adop�on process by requiring conformance to the FTC Safeguards Rule, which is 

already applicable to state covered nonbanks. 
• Where allowed, future amendments to the FTC Safeguards Rule would be automa�cally updated 

by reference in state law or rule. 
• Promotes consistency and harmoniza�on with federal data security regula�ons. 

Cons: 
• May not address all specific requirements or challenges faced by nonbank financial ins�tu�ons. 
• Limited flexibility for customiza�on to meet state-specific needs beyond what is covered by the 

FTC Safeguards Rule. 
• States will not be no�fied following a no�fica�on event since the Safeguards Rule only requires 

no�fica�on to the FTC. The alterna�ve language would need to be supplemented to add 
no�fica�on to the state regulator.  

State regulators can evaluate these pros and cons to determine which version of the law best aligns with 
their state's goals, exis�ng regula�ons, and data security priori�es. The Nonbank Model Data Security 
Law offers comprehensive customiza�on op�ons, while the alterna�ve language provides a streamlined 
approach conforming to the FTC Safeguards Rule. 
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