Internal Use Only

Internal Use Only

[image: ]
Artificial Intelligence Supervisory Framework 
Examiner Work Program
Version 1.0
Approval Date: August 13, 2026

About This Guide
This Examiner Work Program supports the use of the Core Examiner Guide by providing source-based context, examiner focus points, and space for examiner notes for each scoping question and procedure.
It does not replace examiner judgment, existing supervisory resources, or applicable examination procedures. The depth of review may vary based on the institution’s AI use, risk profile, size, complexity, and supervisory context.
This work program covers Initial Scoping, Governance and Oversight, AI Inventory and Use Cases, and Generative AI and Emerging Use.
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[bookmark: _Toc236402357]Initial Scoping
Use this section at the outset of a supervisory event to determine whether the institution uses artificial intelligence, the nature of that use, and which sections of the framework are most relevant. A negative or unclear response to IS-1 should not automatically end scoping if other information suggests possible AI use. Examiners may consider confirming the response against available information such as vendor inventories, software inventories, approved tools, employee-facing technology guidance, recent product or platform changes, or third-party services. This is intended to help distinguish between institutions that do not use AI and institutions where AI use has not been fully identified.
IS-1: AI Use
Question: Does the institution use artificial intelligence in any products, services, operations, compliance activities, or internal support functions?
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI system; AI use case
	An AI system includes any data system, software, application, tool, or utility that operates in whole or in part using machine learning algorithms or other forms of artificial intelligence. An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective, such as delivering a product or service, enhancing decision making, or providing a defined benefit.


Examiner focus: Focus first on whether the institution uses AI at all, and do not limit the inquiry to formal models or externally visible applications. Look for AI use in products, services, operations, compliance, fraud, service channels, analytics, productivity tools, and internal support functions. AI use may be missed if it is embedded in software or treated as a feature rather than as a distinct system or use case.
	Examiner Notes:



IS-2: AI Identification
Question: Has the institution identified the artificial intelligence systems, tools, models, or use cases it currently uses?
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case inventory
	An AI use case inventory is a maintained repository or listing of an organization’s AI use cases, intended to support governance, transparency, and risk management by documenting where and how AI is designed, developed, procured, or used, and the purpose and outputs associated with those uses.


Examiner focus: Focus on whether the institution has a current and usable understanding of its AI footprint, not just general awareness that AI exists somewhere in the organization. Look for an inventory, register, list, or other maintained record showing where AI is used, for what purpose, and with what outputs.  If the institution cannot identify its current AI use, examiners may need additional follow-up to understand whether governance and risk management processes are supported by a reliable understanding of the institution’s AI footprint.
	Examiner Notes:



IS-3: Consumer and Decision Use
Question: Is artificial intelligence used in customer-facing activities or in activities that support or influence decisions?
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case
	An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective, such as delivering a product or service, enhancing decision making, or providing a defined benefit.

	ECOA / Regulation B
	Adverse action notices; statement of reasons
	Where adverse action notice requirements apply, creditors must provide a statement of specific reasons for the action taken. The use of artificial intelligence or other complex tools does not eliminate the need to identify the principal reasons for adverse action where such notices are required.

	NIST AI RMF 1.0
	Risk prioritization; human impact; context of use
	AI risk management should consider the context in which the system is used, including the purpose of the use case, potential impacts, and whether outputs directly or indirectly affect people or involve sensitive or protected data.


Examiner focus:  Focus on whether AI is used in ways that directly affect customers or materially support, shape, or influence decisions or outcomes. Relevant uses may include customer communications, recommendations, eligibility, pricing, servicing, fraud review, underwriting, monitoring, or other contexts where AI may guide employee judgment or affect institutional action. Uses described as “support only” may still warrant closer review if they meaningfully influence decisions, consumer-facing activity, or notices and explanations required under applicable law.
	Examiner Notes:



IS-4: Third-Party AI 
Question: Does the institution rely on third parties, vendors, or external platforms for artificial intelligence capabilities?
	Source document
	Specific section / concept
	Key source language

	SR 23-04 Third-Party Relationship Risk Management
	Overview; responsibility for third-party activities; inventory
	A banking organization’s use of third parties does not diminish its responsibility to operate in a safe and sound manner and in compliance with applicable laws and regulations. Maintaining a complete inventory of third-party relationships and periodically conducting risk assessments supports determination of whether risks have changed over time.

	Treasury AI Lexicon
	AI as a service (AIaaS)
	AI as a service refers to cloud-based systems providing on-demand services to deploy, develop, train, and manage AI models.


Examiner focus: Focus on whether the institution’s AI capability depends on external providers, including vendor tools, hosted models, embedded AI functionality, external platforms, or AI-as-a-service offerings. Look for uses where the institution may not own the model or system but still depends on it operationally. A “yes” answer may indicate the need for third-party and vendor review.
	Examiner Notes:


IS-5: Embedded AI
Question: Has the institution sought to identify where artificial intelligence is embedded in third-party products and services it uses, and what information has been provided by vendors or service providers?
	Source document
	Specific section / concept
	Key source language

	SR 23-04 Third-Party Relationship Risk Management
	Responsibility for third-party activities; inventory of third-party relationships
	A banking organization’s use of third parties does not diminish its responsibility to operate in a safe and sound manner and in compliance with applicable laws and regulations. Maintaining a complete inventory of third-party relationships and periodically conducting risk assessments supports sound oversight.

	NIST AI 600-1
	Value chain and component integration; third-party considerations
	Risks can arise from non-transparent or untraceable integration of upstream third-party components and other issues that diminish transparency or accountability for downstream users. Organizations may seek to acquire, embed, incorporate, or use third-party generative AI models, systems, or generated data across an enterprise.


Examiner focus:  Focus on whether the institution has sought to identify AI capabilities embedded in third-party products, services, platforms, or software features it uses, and what information vendors or service providers have provided. Relevant information may include vendor inventories, due diligence materials, questionnaires, product documentation, contractual disclosures, service updates, or other vendor communications. If embedded vendor AI is unknown, unclear, or not disclosed, examiners may consider whether additional third-party and vendor review is appropriate.
	Examiner Notes:



IS-6: Generative AI
Question: Does the institution use generative artificial intelligence, large language models, or similar AI tools?
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	Generative AI
	Generative AI refers to a class of AI systems that generate content in the form of data, text, images, sounds, or video that is similar to, but not a direct copy of, pre-existing data or content.

	Treasury AI Lexicon
	Large language model (LLM)
	A large language model is a type of model trained on very large text datasets to generate, summarize, classify, or otherwise process language-based content.


Examiner focus: Focus on whether the institution uses generative AI in any form, including public chat tools, enterprise copilots, vendor-provided generative features, internally deployed models, agentic tools, or pilot uses. Relevant information may include both sanctioned and informal use. A “yes” response may warrant review of applicable AI governance, approved-use expectations, data controls, output oversight, and risk management processes.
	Examiner Notes:



IS-7: Risk Differentiation
Question:  Does the institution differentiate among its AI use cases based on risk, impact, or required level of review?
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	Risk prioritization; context of use; potential impact
	AI risk management should consider the context in which the system is used, the purpose of the use case, the data involved, and the potential impacts of AI outputs or decisions. Risk management resources should be prioritized based on assessed risk level and potential impact.

	CRI FS AI RMF Guidebook
	AI inventory; risk classification; governance review
	AI governance and inventory practices support identification, classification, review, and oversight of AI use cases, including consideration of risk, business purpose, ownership, and related governance processes.


Examiner focus: Focus on whether the institution distinguishes among AI use cases based on risk, impact, or level of review. Relevant information may include risk ratings, tiers, intake forms, approval records, inventories, governance decisions, or other documentation showing how the institution determines which AI use cases receive additional review. A “yes,” “no,” or unclear response may inform review of AI Inventory and Use Cases, Governance and Oversight, and applicable existing supervisory resources. The Generative AI and Emerging Use section should be used when the AI use involves generative AI, large language models, agentic tools, or similar AI capabilities.
	Examiner Notes:



IS-8: Sensitive Data Use
Question: Does the institution enter, process, or transmit customer, consumer, confidential, or sensitive information through artificial intelligence systems, tools, or third-party platforms?
	Source document
	Specific section / concept
	Key source language

	NIST AI 600-1
	Data privacy; information security
	Generative AI systems may create privacy and information security risks when sensitive, proprietary, or regulated information is entered into, processed by, or exposed through AI tools. Risks may include data leakage, unintended disclosure, improper access, prompt injection, or downstream use of sensitive information.

	NIST AI RMF 1.0
	Trustworthy AI; privacy; security; risk context
	AI risk management should consider the context in which AI systems are used, including the data involved, potential impacts, and risks to privacy, security, and accountability. Trustworthy AI includes characteristics such as privacy-enhanced, secure and resilient, valid and reliable, transparent, and accountable.

	SR 23-04 Third-Party Relationship Risk Management
	Responsibility for third-party activities; information sharing; third-party risk
	Use of third parties does not diminish the institution’s responsibility to operate safely and soundly and in compliance with applicable laws and regulations. Third-party risk management should consider the nature of the activity, the information shared, and the risks presented by the relationship.


Examiner focus: Focus on whether customer, consumer, confidential, or sensitive information is entered into, processed by, transmitted through, or accessible to AI systems, tools, or third-party platforms. Relevant information may include data classifications, approved-use guidance, vendor or tool documentation, access controls, data-use restrictions, contractual terms, and monitoring of how sensitive information is handled. A “yes” response may warrant additional review of governance, inventory, data controls, vendor access, consumer impact, and applicable privacy, information security, or cybersecurity resources.
	Examiner Notes:


Examiner Next Steps: If AI use is identified, continue to Governance and Oversight and then AI Inventory and Use Cases. If no AI use is identified, no further review under the framework may be necessary.
















[bookmark: _Toc236402358]Governance and Oversight
Use this section to assess whether the institution has clear accountability, oversight, reporting, and risk management processes for artificial intelligence use. The source tables provide context for each procedure, and the examiner focus points highlight practical issues to consider during review.
GO-1: Oversight Responsibility
Procedure: Identify whether the institution uses artificial intelligence and who is responsible for oversight of that use.
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	GOVERN 1.6; GOVERN 2.1; GOVERN 2.3
	Mechanisms should be in place to inventory AI systems. Roles, responsibilities, and lines of communication for managing AI risks should be documented and clear across the organization. Executive leadership should take responsibility for decisions about AI risk management and how those decisions are carried out.

	CRI FS AI RMF Guidebook
	GV-1.6.1 AI Inventory Management; GV-2.1; GV-2.3.3
	A regularly updated inventory of AI systems should be maintained and linked to governance, monitoring, and accountability. Roles should be defined, and an AI governance structure should involve senior leadership and relevant control functions.


Examiner focus: Focus on whether the institution has identified where AI is used and whether oversight responsibility is specifically assigned. Look for an AI inventory, named owners, documented roles, and a clear line from inventory to accountability. If responsibility is informal, fragmented, or unclear, examiners may need to review whether governance supports meaningful oversight.
	Examiner Notes:




GO-2: Governance Structures
Procedure: Review policies, standards, committees, or other governance structures related to artificial intelligence, including generative AI or emerging capabilities.
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	GOVERN 1.1; GOVERN 1.2; GOVERN 1.6
	AI governance includes policies, processes, procedures, and practices across the organization. Governance structures should establish and communicate roles, responsibilities, accountability, and risk management expectations for AI systems and related activities.

	Treasury AI Lexicon
	AI governance; AI lifecycle
	AI governance refers to the policies, procedures, and practices used to direct and manage the adoption, development, deployment, use, monitoring, and oversight of AI systems across the AI lifecycle.

	CRI FS AI RMF Guidebook
	GV-2.3.3 AI Governance Structure; GV-1.6.3 AI Inventory
	AI governance structures may include defined roles, committees, policies, standards, approval processes, oversight responsibilities, and mechanisms to identify and manage approved, purchased, or shadow AI systems.


Examiner focus:  Focus on whether the institution has governance structures that define how AI use is approved, overseen, communicated, restricted, and updated. Relevant information may include policies, standards, committee materials, employee-facing guidance, approved-use processes, restricted or prohibited-use guidance, data-use restrictions, escalation paths, monitoring expectations, training materials, or other materials that communicate how AI tools may be used. Examiners may also consider whether governance addresses informal or unapproved AI use and whether AI-related policies or standards identify responsible owners, review expectations, approval authority, or update processes, as applicable.
	Examiner Notes:



GO-3: Risk Evaluation and Approval
Procedure: Review how AI use cases are evaluated for risk and how those evaluations are reviewed and approved.
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	GOVERN 1.6; MAP 5.1; MANAGE 1.3; Risk prioritization
	Mechanisms should be in place to inventory AI systems and identify associated risks. Likelihood and magnitude of identified impacts should be assessed. Responses to AI risks should be prioritized based on risk assessment results and organizational risk tolerance. Risk management resources should be prioritized based on assessed risk level and potential impact, including where outputs directly or indirectly affect humans or involve sensitive or protected data.

	NAIC Model Bulletin
	Section 3; Risk management and internal controls
	The AIS Program should be designed to mitigate the risk of adverse consumer outcomes, including inaccurate, arbitrary, capricious, or unfairly discriminatory outcomes. Controls should be designed to address the degree and nature of risk posed by the use of AI systems.

	CRI FS AI RMF Guidebook
	AI risk assessment and governance review
	AI use cases should be evaluated through risk management processes that identify risks, assess potential impacts, document risk decisions, and connect use-case risk to governance, approval, monitoring, and control expectations.


Examiner focus: Focus on whether the institution has a defined process for evaluating AI use cases based on risk and using that evaluation to inform review and approval. Look for evidence that the institution considers the purpose of the use case, affected users or consumers, data sensitivity, decision impact, model or tool complexity, vendor involvement, and potential for inaccurate, unfair, or unintended outcomes. A stronger process should connect the risk evaluation to approval level, escalation, conditions of use, monitoring expectations, or restrictions. A weaker process may approve AI use without documenting the basis for the assigned risk level or the level of review applied.
	Examiner Notes:



GO-4: Management Reporting
Procedure: Review information provided to management and, where appropriate, the board or equivalent oversight body regarding AI use and related risks.
	Source document
	Specific section / concept
	Key source language

	CRI FS AI RMF Guidebook
	GV-1.5.3 AI Risk Reporting and Oversight; GV-2.3.4 Board Oversight of AI Risks
	Senior leadership should be regularly informed about AI performance, risk exposures, compliance issues, and review outcomes. The board should review the institution's AI strategy, AI risk profile, major incidents, and the effectiveness of governance and controls.

	SR 26-2 / Revised Model Risk Management Guidance
	Governance and controls; model risk management reporting; policies, roles, and responsibilities
	Effective model risk management includes governance and controls with clear policies, roles, responsibilities, accountability, and reporting. Reporting should support oversight of model risk, model performance, validation and monitoring results, issues identified, and remediation or escalation, as appropriate to the model’s use, materiality, and risk.


Examiner focus:  Focus on whether reporting gives oversight bodies enough information to govern AI use and related risks. Relevant information may include reporting on AI use, risk exposures, incidents, performance issues, control findings, review outcomes, and emerging concerns. Reporting that is too sparse, too technical, or too limited may warrant follow-up to understand whether management, the board, or an equivalent oversight body receives information sufficient to support oversight.
	Examiner Notes:



GO-5: Risk Identification and Documentation
Procedure: Review how AI-related risks are identified, documented, and updated over time.
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	GOVERN 1.6; MAP 5.1; MANAGE 1.3; MANAGE 4.1
	Mechanisms should be in place to inventory AI systems and identify associated risks. Likelihood and magnitude of identified impacts should be assessed. Responses to AI risks should be prioritized based on risk assessment results and organizational risk tolerance. Post-deployment monitoring plans should include change management, incident response, recovery, and decommissioning.

	NIST AI 600-1
	Generative AI risk identification and monitoring
	Generative AI risks include confabulation, data privacy, information integrity, information security, harmful bias, human-AI configuration, and value chain and component integration. Risks and controls may vary depending on the model, system, and use-case context.


Examiner focus: Focus on whether the institution has a repeatable process for identifying, documenting, and updating AI-related risks as use cases, tools, data, vendors, and capabilities change. Look for risk assessments, inventories, issue logs, governance records, monitoring results, model or tool reviews, incident records, and documentation of risk decisions. A stronger process should show how risks are updated over time and connected to controls, monitoring, escalation, or restrictions. A weaker process may identify AI risks informally without documenting or revisiting them as conditions change.
	Examiner Notes:




GO-6:  Lifecycle Monitoring
Procedure:  Review whether the institution has processes to test or monitor AI use, performance, limitations, and related risks over time, as applicable, including when AI systems, data, vendors, or operating conditions change.
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	MANAGE 4.1; MANAGE 4.2; MANAGE 4.3
	Post-deployment monitoring plans should include user input, change management, incident response, recovery, and decommissioning. AI system updates should include measurable continual improvement activities, and incidents and errors should be tracked, responded to, recovered from, and documented.

	Treasury AI Lexicon
	AI lifecycle; AI drift/decay; AI risk assessment
	The AI lifecycle includes the stages involved in designing, developing, deploying, using, monitoring, and maintaining AI systems. AI drift or decay refers to performance degradation over time in real-world settings. AI risk assessment involves identifying, estimating, and prioritizing risks arising from the operation and use of an AI system.

	NIST AI 600-1
	GAI monitoring; incident response; deactivation or disengagement
	Suggested actions for generative AI include regular monitoring, tracking errors and near misses, conducting after-action assessments, establishing incident response processes, and developing procedures to deactivate or disengage systems when defined criteria are met.


Examiner focus:  Focus on whether the institution revisits AI use after approval or deployment, particularly when AI systems, data, vendors, models, prompts, controls, or operating conditions change. Relevant information may include testing, quality assurance, performance review, monitoring results, issue tracking, change management records, incident response materials, vendor updates, or review criteria used to assess whether AI systems or tools are operating as intended. The relevance and depth of review may vary based on the institution’s AI use, risk profile, and supervisory context.
	Examiner Notes:



GO-7: Governance Coverage
Procedure: Determine whether governance and oversight apply to internally developed AI tools, externally sourced AI tools, and AI capabilities embedded in third-party products and services.
	Source document
	Specific section / concept
	Key source language

	NAIC Model Bulletin
	Sections 1.8 and 4.0
	The AIS Program should address AI systems whether developed by the institution or a third-party vendor. Separate expectations apply to third-party AI systems, services, and data, making clear that governance should extend beyond internally built tools.

	NIST AI RMF 1.0
	GOVERN 6; GOVERN 6.1
	Policies and procedures should address AI risks and benefits arising from third-party software and data and other supply-chain issues. Third-party dependency is treated as part of governance rather than a separate concern.

	CRI FS AI RMF Guidebook
	GV-1.6.3 AI Inventory Integration for Purchased and Shadow Systems
	Purchased-product AI and Shadow IT should be identified, documented, and incorporated into inventory and risk management processes. This is especially relevant for embedded AI capabilities that may otherwise be missed.


Examiner focus: Focus on whether governance covers AI regardless of how the capability is obtained or delivered. Look for governance requirements, inventory coverage, approval expectations, monitoring responsibilities, and oversight processes that apply to internally developed tools, externally sourced tools, and AI embedded in third-party products or services. Governance that covers only internally developed tools may leave vendor-provided, purchased, embedded, or shadow AI outside the institution’s oversight process. Examiners may consider whether embedded or vendor-provided AI capabilities are evaluated and overseen using risk-based processes comparable to those applied to AI capabilities used directly by the institution.
	Examiner Notes:






Examiner Next Steps: Use the information gathered in this section to inform review of the institution’s AI inventory, use cases, and oversight needs.

[bookmark: _Toc236402359]AI Inventory and Use Cases
Use this section to understand where and how the institution uses artificial intelligence, the purpose of that use, and whether any use cases may warrant closer review. 
AI-1: AI Inventory
Procedure: Identify whether the institution maintains an inventory of artificial intelligence systems, tools, models, or functionalities in use.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case inventory; AI system; AI use case
	 An AI use case inventory is a record of AI use cases within an organization. An AI system refers to an engineered or machine-based system that can generate outputs such as predictions, recommendations, content, or decisions. An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective.

	NIST AI RMF 1.0
	GOVERN 1.6; MAP 1.1; MAP 1.4
	 AI actors and systems should be identified and documented across the AI lifecycle. Risk management should be informed by the AI system’s intended purpose, context, capabilities, limitations, and potential impacts.

	CRI FS AI RMF Guidebook
	GV-1.6.1 AI Inventory; GV-1.6.3 Purchased or Shadow AI Systems
	AI inventories support governance and oversight by identifying AI systems, use cases, ownership, business purpose, risk classification, vendor involvement, and approved or unapproved AI use.


Examiner focus:  Focus on whether the institution maintains an inventory or other records identifying AI systems, tools, models, or functionalities in use. Relevant information may include the name or description of the AI use, business owner, status of use, AI type, vendor involvement, and whether the inventory is maintained or updated over time. Examiners may also consider whether the inventory captures internally developed AI, externally sourced AI, and AI embedded in third-party products or services, as applicable.
	Examiner Notes:




AI-2: Business Purpose
Procedure: Review documentation describing the business purpose and role of AI for identified AI use cases.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case; AI system
	An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective, such as delivering a product or service, enhancing decision making, or providing a defined benefit. An AI system is a broader system that uses AI components to produce outputs or support decisions. 

	NIST AI RMF 1.0
	MAP 1.1; MAP 1.4;  intended purpose and context of use
	 AI risk management should be informed by the system’s intended purpose, context of use, capabilities, limitations, and potential impacts. Understanding the intended purpose and context helps identify relevant risks and appropriate risk management activities.

	CRI FS AI RMF Guidebook
	Documentation; AI inventory; business purpose
	AI documentation and inventory practices should support understanding of each AI use case, including ownership, business purpose, intended use, data, dependencies, and related governance or oversight activities.


Examiner focus: Focus on whether documentation explains why AI is used and what role it plays in the identified use case. Relevant information may include the business objective, intended users, expected benefits, role of AI outputs, relationship to existing processes, and whether AI supports, informs, automates, or replaces part of an institutional activity. Examiners may consider whether the stated business purpose is specific enough to support understanding of the use case and related oversight needs.
	Examiner Notes:



AI-3: Use Classification
Procedure: Assess whether artificial intelligence use is internal, customer-facing, decision-support, or decision-making.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case
	An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective, such as delivering a product or service, enhancing decision making, or providing a defined benefit.

	NIST AI RMF 1.0
	MAP 1.1; MAP 1.4; Risk prioritization
	Intended purposes, beneficial uses, deployment context, and the business value or context of business use should be understood and documented. Risk management efforts should prioritize uses with greater potential impact, including those that directly or indirectly affect customers.


Examiner focus: Focus on whether the institution has identified the role AI plays in each use case, including whether the use is internal, customer-facing, decision-support, or decision-making. Relevant information may include use case descriptions, workflow documentation, customer interaction points, decision points, output descriptions, and whether AI outputs inform, recommend, prioritize, generate, automate, or determine an action. Uses described as internal or support-only may still warrant review if they influence employees, consumers, decisions, communications, or institutional actions.
	Examiner Notes:



AI-4: Risk Tiering
Procedure: Review the institution’s process for evaluating and tiering AI use cases based on risk (see risk tiering worksheet).
	Source document
	Specific section / concept
	Key source language

	NIST AI RMF 1.0
	Risk prioritization; context of use; impact assessment
	AI risk management should be informed by the context in which the system is used, the purpose of the use case, the people or groups that may be affected, the data involved, and the potential impacts of the system’s outputs or decisions. Risk management resources should be prioritized based on assessed risk level and potential impact.

	Treasury AI Lexicon
	AI use case; AI risk assessment; AI lifecycle
	An AI use case is a specific scenario in which AI is used to achieve a particular objective. AI risk assessment involves identifying, estimating, and prioritizing risks arising from the operation or use of an AI system. Risk assessment may occur across the AI lifecycle as systems are developed, deployed, used, monitored, and maintained.

	NIST AI 600-1
	GAI risk factors; human-AI configuration; data privacy; information integrity
	Generative AI and similar capabilities may present risks related to human-AI interaction, overreliance, data privacy, information integrity, harmful bias, information security, and system behavior that may vary depending on the use case and deployment context.


Examiner focus:  Focus on whether the institution has a process for evaluating and tiering AI use cases based on risk, impact, or required level of review. Relevant information may include risk criteria, intake forms, approval records, use case ratings, risk tiers, review thresholds, or other documentation showing how the institution determines which AI use cases receive additional review. Examiners may consider whether the process accounts for factors such as consumer impact, decision influence, data sensitivity, vendor involvement, model or tool complexity, generative AI, large language models, agentic capabilities, explainability limits, human oversight, and potential for inaccurate, unfair, unintended, or hard-to-detect outcomes, as applicable.
	Examiner Notes:



AI-5: Process Integration
Procedure: Review documentation describing how and where artificial intelligence is used in institutional processes or products.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case inventory
	An AI use case inventory is a maintained repository or listing of an organization’s AI use cases, intended to support governance, transparency, and risk management by documenting where and how AI is designed, developed, procured, or used, and the purpose and outputs associated with those uses.

	NIST AI RMF 1.0
	MAP 1.1; MAP 1.4; MAP 5.1
	AI risk management should be informed by the system’s intended purpose, context of use, capabilities, limitations, and potential impacts. AI systems and their outputs should be understood in relation to the organizational setting and the people, processes, and systems that use or rely on them.

	CRI FS AI RMF Guidebook
	Documentation; AI inventory; process and control integration
	Documentation should support understanding of AI use, ownership, business purpose, data, dependencies, controls, and how AI systems are integrated into business processes, technology environments, and governance activities.


Examiner focus:  Focus on whether documentation explains how AI is used within institutional processes, products, workflows, or decision points. Relevant information may include process maps, system descriptions, workflow documentation, product documentation, input and output descriptions, user roles, handoffs, human review points, system dependencies, and related controls or monitoring. Examiners may consider whether the documentation is sufficient to understand where AI affects operations, employees, consumers, decisions, communications, or other institutional actions.
	Examiner Notes:



AI-6: Embedded Vendor AI
Procedure: Determine whether the institution is aware of artificial intelligence capabilities embedded in third-party products, platforms, or services.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI-as-a-Service; AI system; AI use case
	AI capabilities may be provided through third-party platforms or services. AI systems can generate outputs such as predictions, recommendations, content, or decisions, and AI use cases may include AI that is procured or used to achieve a particular objective.

	SR 23-04 Third-Party Relationship Risk Management
	Third-party activities; risk management; ongoing monitoring
	Use of third parties does not diminish the institution’s responsibility to operate safely and soundly and in compliance with applicable laws and regulations. Third-party risk management should consider the nature of the activity, the services provided, and the risks presented by the relationship.

	CRI FS AI RMF Guidebook
	Purchased or shadow AI systems; AI inventory
	AI governance and inventory practices should account for AI systems that are purchased, externally sourced, embedded in vendor products, or otherwise used outside formal development processes.


Examiner focus:  Focus on whether the institution is aware of AI capabilities embedded in third-party products, platforms, or services it uses. Relevant information may include vendor inventories, due diligence materials, questionnaires, product documentation, contractual disclosures, service updates, or other vendor communications describing AI-enabled functionality. If embedded AI is unknown, unclear, or not disclosed, examiners may consider whether additional third-party and vendor review is appropriate.
	Examiner Notes:


Examiner Next Steps: Use the identified AI use cases to determine whether review of Generative AI and Emerging Use or Use of Existing Supervisory Resources is warranted.









[bookmark: _Toc236402360]Generative AI and Emerging Use
Use this section when scoping or inventory review identifies generative AI, large language models, agentic tools, or similar AI capabilities. This section builds on the AI Inventory and Use Cases section and should be used together with the institution’s general inventory, business purpose, use classification, and risk tiering review, as applicable.
Focus on how these tools are used, how they are deployed, what data they process, how outputs are reviewed, how related risks are managed, and whether any tools can take actions with limited human direction.
GE-1: Generative AI Use
Procedure: Identify whether the institution uses generative artificial intelligence tools, large language models, or similar AI capabilities.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	Generative AI
	Generative AI refers to a class of AI systems that generate content in the form of data, text, images, sounds, or video that is similar to, but not a direct copy of, pre-existing data or content.

	Treasury AI Lexicon
	Large language model (LLM)
	A large language model is a type of model trained on very large text datasets to generate, summarize, classify, or otherwise process language-based content.

	Treasury AI Lexicon
	Agentic AI
	Agentic AI is a category of AI systems capable of independently making decisions, interacting with their environment, and optimizing processes without direct human intervention.



Examiner focus: Focus on whether the institution uses generative AI in any form, including public chat tools, enterprise copilots, internally deployed large language models, vendor-provided generative features, agentic tools, or pilot uses. Relevant information may include formal, pilot, informal, or embedded use. Institutions may understate use if these tools are embedded in broader software or treated as convenience features rather than distinct AI capabilities.
	Examiner Notes:



GE-2: Generative AI Purpose
Procedure: Review the business purposes for generative artificial intelligence use, including internal productivity, customer interaction, content generation, analysis, or decision support.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	AI use case
	An AI use case is a specific scenario in which AI is designed, developed, procured, or used to achieve a particular objective, such as delivering a product or service, enhancing decision making, or providing a defined benefit.

	NIST AI 600-1
	Scope and context of GAI risks
	GAI risks vary by lifecycle stage, scope, source of risk, and use-case context. The presence of risks and where they fall along those dimensions will vary depending on the characteristics of the model, system, or use case at hand.



Examiner focus: Focus on what the institution is using generative AI to do in practice. Look for whether it is being used for drafting, summarization, coding, search, customer communications, analysis, workflow support, or decision support. Business purpose matters because the risks and controls for internal drafting are not the same as the risks and controls for customer interaction or downstream decision influence.
	Examiner Notes:



GE-3: Tool Type
Procedure: Determine whether generative artificial intelligence tools are public, private, internally deployed, or vendor-provided.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	Generative AI; large language model; AI-as-a-Service
	Generative AI refers to AI designed to generate content, including text, code, images, audio, or other outputs. Large language models are models trained on large volumes of text that can generate or process language-based outputs. AI-as-a-Service refers to AI capabilities provided through third-party platforms or services.

	NIST AI 600-1
	GAI value chain and component integration; third-party components
	Generative AI risks may arise from the components, data, infrastructure, models, applications, and third-party services used to develop, deploy, or operate the system. Risks may vary depending on how the tool is deployed, integrated, accessed, or supported.

	SR 23-04 Third-Party Relationship Risk Management
	Third-party activities; service providers; risk management
	Use of third parties does not diminish the institution’s responsibility to operate safely and soundly and in compliance with applicable laws and regulations. Third-party risk management should consider the nature of the activity, the services provided, and the risks presented by the relationship.


Examiner focus:  Focus on whether the institution understands how generative AI tools are deployed, accessed, and provided. Relevant information may include whether tools are public, private, internally deployed, vendor-provided, externally hosted, proprietary, open-source, connected to external information sources, integrated with other systems, or able to retrieve, transmit, or act on information outside the institution’s controlled environment. Examiners may consider whether the tool type affects data handling, vendor oversight, access controls, output oversight, or the need for additional review.
	Examiner Notes:



GE-4: Data Controls
Procedure: Assess controls over data entered into or processed through generative artificial intelligence tools.
	Source document
	Specific section / concept
	Key source language

	NIST AI 600-1
	Data Privacy
	GAI systems raise several risks to privacy. Models may leak, generate, or correctly infer sensitive information about individuals, and these inferences can create downstream harms even if they are inaccurate.

	NIST AI 600-1
	Information Security
	GAI systems present information security risks, including expanded attack surface, prompt injection, and exposure of proprietary or sensitive data.

	Treasury AI Lexicon
	AI governance; AI lifecycle
	AI governance is the set of organizational policies, rules, frameworks, roles, and oversight processes that direct how AI is adopted, developed, deployed, and monitored. The AI lifecycle includes design, data processing, deployment, use, and monitoring.



Examiner focus: Focus on whether the institution has controls over what data may be entered into generative AI tools, who may enter it, how outputs are handled, and whether sensitive, regulated, or proprietary information is restricted. Look for policies, configuration controls, access limitations, logging, monitoring, and employee guidance. Public or lightly controlled tools may warrant closer attention because of data, access, and output-control risks.
	Examiner Notes:



GE-5: Output Oversight
Procedure: Review oversight of outputs produced by generative artificial intelligence tools.
	Source document
	Specific section / concept
	Key source language

	NIST AI 600-1
	Confabulation
	Confabulation refers to confidently presented but erroneous or false content. Risks arise when users believe false content and act on it, particularly in real-world applications where the output may affect decisions or communications.

	NIST AI RMF 1.0
	Trustworthiness; human-AI interaction; validity and reliability
	AI systems are socio-technical (meaning they are influenced by societal dynamics and human behavior) and can create risks through human interaction, misuse, misplaced trust, or misunderstanding. Trustworthiness depends in part on validity, reliability, transparency, and explainability.

	ECOA / Regulation B
	Adverse action notices; statement of reasons
	Where adverse action notice requirements apply, creditors must provide a statement of specific reasons for the action taken. AI-generated or AI-assisted explanations should not be used in a way that prevents identification of the principal reasons for adverse action where such notices are required.



Examiner focus:  Focus on whether the institution treats generative AI output as draft material, decision support, or a basis for decisions, communications, explanations, or other actions. Relevant information may include human review, validation, challenge, escalation, and limitations on direct use of outputs in external communications or consequential processes. If outputs are relied on without effective review, examiners may need additional follow-up to understand how the institution manages risks related to accuracy, reliability, explainability, and required notices or explanations.
	Examiner Notes:



GE-6: Generative AI Risks
Procedure: Assess whether the institution has identified risks associated with generative AI use, including inaccuracy, hallucination, prompt injection, and data exposure.
	Source document
	Specific section / concept
	Key source language

	NIST AI 600-1
	GAI risks; confabulation; data privacy; information security; information integrity
	Generative AI risks may include inaccurate or misleading outputs, confabulation, data privacy concerns, information security risks, and information integrity issues. Risks may vary based on how the system is used, the data involved, and whether outputs affect decisions, communications, or other real-world activity.

	NIST AI RMF 1.0
	Trustworthiness; validity and reliability; safety; privacy; security
	Trustworthy AI includes characteristics such as validity and reliability, safety, security and resilience, accountability and transparency, explainability and interpretability, privacy, and fairness with harmful bias managed. Risk management should consider the context and potential impacts of AI use.

	Treasury AI Lexicon
	Generative AI; prompt injection; adversarial AI; AI system exploitation
	Generative AI can produce new content or outputs in response to user prompts. AI-related risks may include prompt injection, adversarial manipulation, or attempts to exploit AI systems, depending on the system, access, and use case.



Examiner focus:  Focus on whether the institution has identified risks associated with generative AI use and considered how those risks may vary by use case. Relevant risks may include inaccurate or misleading outputs, hallucination or confabulation, prompt injection, sensitive data exposure, overreliance, harmful bias, information integrity concerns, information security issues, and unintended or difficult-to-detect outcomes. Examiners may consider whether risk identification is tied to how the tool is used, what data is involved, who relies on the output, and whether outputs affect decisions, communications, consumers, or institutional actions.
	Examiner Notes:




GE-7: Ongoing GenAI Oversight
Procedure: Review processes for monitoring, updating, or restricting generative AI use as risks and capabilities evolve.
	Source document
	Specific section / concept
	Key source language

	NIST AI 600-1
	GAI monitoring; risk management; deactivation or disengagement
	Suggested actions for generative AI include monitoring system use and performance, tracking errors or near misses, evaluating incidents, and establishing procedures to deactivate or disengage systems when defined criteria are met.

	NIST AI RMF 1.0
	MANAGE 4.1; MANAGE 4.2; MANAGE 4.3
	Post-deployment monitoring, change management, incident response, recovery, and continual improvement are part of AI risk management. Incidents and errors should be tracked, responded to, recovered from, and documented.

	Treasury AI Lexicon
	AI lifecycle; AI drift/decay; AI governance
	AI governance and risk management occur across the AI lifecycle, including deployment, use, monitoring, and maintenance. AI drift or decay may occur when system performance degrades over time in real-world settings.



Examiner focus: Focus on whether the institution has processes to monitor, update, restrict, or discontinue generative AI use as tools, risks, capabilities, or use cases change. Relevant information may include approved-use updates, restriction or escalation processes, issue tracking, incident response, changes to prompts or configurations, vendor updates, and criteria for limiting or stopping use. Examiners may consider whether oversight is updated when generative AI tools expand, become integrated into additional workflows, involve new data, or are used for more consequential purposes.
	Examiner Notes:



GE-8: Agentic AI Controls
Procedure: Where AI systems can take actions with limited human direction, review how the institution defines the actions the system is permitted to take, human checkpoints, logging, reversibility, and the ability to restrict or halt the system.
	Source document
	Specific section / concept
	Key source language

	Treasury AI Lexicon
	Agentic AI; AI governance; AI lifecycle
	Agentic AI refers to AI systems capable of independently making decisions, interacting with their environment, and optimizing processes without direct human intervention. AI governance directs how AI is adopted, developed, deployed, and monitored across the AI lifecycle.

	NIST AI RMF 1.0
	Human-AI interaction; accountability; risk management across lifecycle
	AI systems are socio-technical systems whose risks may arise from the interaction of technical components, people, organizations, and the environment in which the system is used. Risk management should consider the AI system’s intended use, context, human interaction, accountability, and monitoring throughout the AI lifecycle.

	NIST AI 600-1
	Human-AI configuration; information integrity; information security; monitoring and disengagement
	Generative AI risks may include overreliance, misuse, information integrity concerns, information security risks, and challenges arising from human-AI configuration. Suggested actions include monitoring GAI systems, tracking errors or incidents, and establishing procedures to deactivate or disengage systems when defined criteria are met.



Examiner focus: Focus on whether the institution understands what actions the AI system can take, what systems or data it can access, and where human review or approval is used before consequential or difficult-to-reverse actions occur. Relevant information may include permitted actions, access permissions, tool or system integrations, logging of actions taken, escalation points, human checkpoints, reversal or remediation processes, and procedures to restrict or halt the system when needed. The depth of review may vary based on the degree of autonomy, the potential impact of the action, and the institution’s use case.
	Examiner Notes:



Examiner Next Steps: Where generative AI or emerging use raises third-party, model-related, consumer-facing issues, or operational risk, use the applicable existing supervisory resources and related Nonbank AI Supplements, as appropriate.
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