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AI Use Case Risk-Tiering Worksheet	Conference of State Bank Supervisors
	
	AI USE CASE RISK-TIERING WORKSHEET
A tool to help financial institutions and state regulators assess risk in AI use cases



	Institution name
	Enter institution name
	Completed by
	Enter name

	Completion date
	Enter date
	Reviewed/approved date
	Enter date



	Purpose and Instructions



This worksheet is intended to help financial institutions evaluate and document the relative risk of individual AI use cases. State examiners may also use the worksheet to understand how an institution identifies, evaluates, and supports its AI risk-tiering decisions.  
Complete one worksheet per AI use case. Retain completed worksheets as support for examination requests. Update or complete a new worksheet as an AI use case changes or expands in scope. For example, if the business purpose for a use case expands, more decision-making authority is granted, or issues arise from a vendor, a new risk tier may be appropriate. 
The assigned tier should help inform the relative level of governance, controls, testing, monitoring, and oversight that may be appropriate based on the institution’s use case, risk profile, size, complexity, and supervisory context.
	Tier 1 — Low risk
	Internal use, human-reviewed outputs, limited consumer impact, limited data sensitivity, and low potential harm from errors or outages

	Tier 2 — Moderate risk
	Consumer-facing or decision-support role, moderate data sensitivity, exception-based human oversight, or moderate potential harm from errors or outages.

	Tier 3 — High risk
	Use cases involving direct consumer outcomes, sensitive personal data, limited human review, significant operational reliance, or material potential harm from errors or outages. 



Use Section 3 to identify risk factors associated with the AI use case. The highest-rated risk factor should generally establish the preliminary tier assignment in Section 4. A different final tier may be assigned when supported by documented rationale, including relevant risk drivers, mitigating factors, and compensating controls. Any downward adjustment should be reviewed and approved consistent with the institution’s governance process.








	Section 1: Use Case Identification



	Use case name / title
	Enter a short descriptive name (e.g., "Fraud transaction monitoring")

	Business line / department
	e.g., Lending, Compliance, Retail Banking, IT

	Business owner
	Name of business owner

	AI system, tool, platform, or vendor name
	Name of the system, platform, or vendor providing the AI capability including contact information for vendor, if applicable

	In-house or third party?
	☐  In-house developed     ☐  Third-party vendor (embedded or stand-alone)

	Date first deployed
	MM/DD/YYYY  (or "Not yet deployed" if pre-implementation review)

	Brief description
	Describe what the AI system does and how it is used:




	Regulatory area(s) implicated
	☐  Consumer protection   ☐  Fair lending   ☐  BSA/AML   ☐  UDAP/UDAAP   ☐  Privacy / data security   ☐  Other: ________

	AI System Type
	☐ Machine learning / predictive model
	Classifies or scores based on historical data

	
	☐ Generative AI (e.g., LLM / chatbot)
	Produces text, documents, or other content

	
	☐ Natural language processing (NLP)
	Interprets or processes written/spoken language

	
	☐ Computer vision / image recognition
	Analyzes images, video, or documents visually

	
	☐ Robotic process automation (RPA) with AI
	Automates workflows using AI decision logic

	
	☐ Rules-based system with AI components
	Combines deterministic rules with AI outputs

	
	☐ Agentic
	Utilizes AI agents to take action, complete work, or interact with systems with limited human direction

	
	☐ Other 
	Describe the other AI system type



	Section 2: Business Purpose and Role of AI



	Business purpose / objective
	What business purpose does the AI use case support?

	Business function or process supported
	What product, service, process, or function does the AI support?

	Role of AI in the workflow
	What does the AI do in the workflow?

	AI output 
	What output does the AI produce?

	How the output is used
	How is the output used, and who or what relies on it?

	Affected parties
	Who may be affected by the output or its use?

	Approved or intended use
	Is the use consistent with the approved or intended purpose, including any documented restrictions or limitations?
	







	Section 3: Risk Factor Assessment



For each factor below, check the ONE box that best describes this use case. The highest-rated factor should generally establish the preliminary tier assignment in Section 4. The final tier assignment may differ when supported by documented rationale. 
Factor 1: Consumer Impact
	
	Consumer impact
	Description
	Indicates

	☐
	Internal use only
	The AI output is used solely by employees and does not directly or indirectly affect customer decisions, pricing, or access to products/services.
	Low risk

	☐
	Informs decisions affecting consumers
	The AI output informs a recommendation or decision that may affect a customer, but a human employee makes the final determination.
	Moderate risk

	☐
	Directly determines consumer outcomes
	The AI output directly determines a customer's access to credit, services, pricing, account status, or other material outcomes with no human review of the AI recommendation.
	High risk


Factor 2: Human Oversight
	
	Human oversight
	Description
	Indicates

	☐
	Every output reviewed
	A qualified employee reviews every AI output before any action is taken. The AI serves as a drafting or research tool only.
	Low risk

	☐
	Exceptions reviewed
	AI outputs within defined parameters are acted upon automatically; outputs outside thresholds are escalated to a human reviewer.
	Moderate risk

	☐
	Fully automated
	Actions are taken automatically based solely on AI output with no human review step, or human review occurs only after the action has already affected the customer.
	High risk


Factor 3: Harm Potential from Errors or Outage
	
	Harm potential
	Description
	Indicates

	☐
	Errors or outage easily corrected, minor impact
	An error or outage would cause minimal operational disruption and no direct consumer harm. Errors are straightforward to detect and reverse. An outage would be minimally disruptive to operations.
	Low risk

	☐
	Errors or outages cause financial or reputational harm
	An error or outage could result in financial loss to the institution or customer, a compliance violation, reputational damage, or difficulty in remediation.
	Moderate risk

	☐
	Errors or outages cause significant, hard-to-reverse harm
	An error or outage could cause material financial loss, consumer harm (e.g., wrongful denial of credit, unlawful discrimination, significant financial loss), or reputational damage that is difficult or costly to remediate.
	High risk


Factor 4: Data Sensitivity
	
	Data sensitivity
	Description
	Indicates

	☐
	Aggregated or non-personal data
	The AI system uses only aggregated, anonymized, or non-personal data (e.g., market rates, aggregate transaction volumes). No individual customer data is processed.
	Low risk

	☐
	Non-sensitive personal data
	The AI system processes customer contact information, account history, or transaction data that does not include sensitive personal characteristics.
	Moderate risk

	☐
	Sensitive personal data
	The AI system processes nonpublic personal information (NPI), protected class data (race, national origin, sex, religion, disability, familial status), biometric data, or data elements that could serve as proxies for protected characteristics.
	High risk





	Section 4: Tier Assignment


Use the risk factor ratings from Section 3 to assign a preliminary and final risk tier. The preliminary tier should be based on the highest-rated risk factor. A different final tier may be assigned when supported by documented rationale, including relevant risk drivers, mitigating factors, and compensating controls. Any downward adjustment should be reviewed and approved consistently with the institution’s governance process.

	Risk factor
	Tier 1
	Tier 2
	Tier 3

	Consumer impact
	☐
	☐
	☐

	Human oversight
	☐
	☐
	☐

	Harm potential from errors or outage
	☐
	☐
	☐

	Data sensitivity
	☐
	☐
	☐



	Preliminary tier assignment
	Tier 1, Tier 2, or Tier 3

	Final tier assignment
	Tier 1, Tier 2, or Tier 3

	Rationale for final assignment
	Explain the highest-risk factors, any mitigating factors or compensating controls, and the basis for any adjustment from the preliminary tier.

	Review / approval notes, if applicable:
	Document review or approval of the final tier assignment, including any downward adjustment from the preliminary tier.




	Section 5: Suggested Controls by Risk Tier



Based on the final tier assigned in Section 4, institutions should consider whether governance, controls, testing, monitoring, documentation, and oversight are commensurate with the AI use case. The controls below are  cumulative — Tier 3 use cases are expected to have Tier 1 and Tier 2 controls as well.

	Tier 1 Controls — Suggested for ALL AI use cases

	☐
	AI use case is included in a documented inventory which identifies the business owner(s) and purpose
	☐
	Written policy or procedure governs acceptable AI use

	☐
	Vendor contract addresses AI-related risks (if third party)
	☐
	Staff who use the AI output are trained on its limitations

	☐
	Management receives periodic reporting on AI use, performance issues, or control reviews, as appropriate
	☐
	Data quality controls are in place for AI inputs or data quality limitations are understood

	☐
	AI governance, policy, or acceptable-use expectations are documented and reviewed periodically or as needed based on organizational changes
	☐
	Third-party AI vendor contracts include audit rights and oversight obligations (if applicable)

	☐
	Document the level of risk, using the included risk tiering methodology above or other
	
	



	Tier 2 Controls — Suggested for Tier 2 and Tier 3 use cases

	☐
	Written model risk management or similar review process covers this use case, as applicable
	☐
	Pre-deployment testing or review addresses accuracy, performance, fairness, or consumer outcome concerns, as applicable

	☐
	Explainability documentation available for consumer-facing outputs
	☐
	Adverse action notice process tested and compliant (if applicable)

	☐
	Defined escalation path for anomalous or adverse AI outputs
	☐
	Periodic model performance, output, or control review scheduled and completed

	☐
	Third-party model oversight process is in place (if vendor model)
	☐
	Consumer complaint process captures AI-related issues



	Tier 3 Controls — Suggested for Tier 3 use cases

	☐
	Ongoing monitoring of accuracy, performance, fairness, consumer outcomes, or fair lending risk is in place, if applicable
	☐
	Independent model validation completed by qualified party

	☐
	Comprehensive AI use case inventory reviewed by senior management
	☐
	AI-specific incident response procedures documented

	☐
	Consumer disclosures address automated decision-making, as applicable
	☐
	Pre-deployment review of fairness, consumer impact, or fair lending risk completed and documented, as applicable

	☐
	Senior management, board, or designated oversight body receives reporting on the AI use case, related risks, and significant issues, as appropriate.
	
	





	Reference: Source Frameworks



	Source
	Relevance to this framework

	NIST AI RMF 1.0 (Jan. 2023)
	Provides GOVERN, MAP, MEASURE, and MANAGE functions that underpin the oversight and harm assessment factors in Section 3. The four scoring factors align with AI RMF's risk prioritization approach.

	NIST AI RMF Playbook
	Provides suggested actions for institutions implementing the AI RMF functions. Particularly relevant for Tier 2 and Tier 3 control implementation guidance.

	U.S. Treasury — Managing AI-Specific Cybersecurity Risks in Financial Services (Mar. 2024)
	Identifies AI risk categories specific to financial institutions including data sensitivity, model opacity, and third-party dependencies. Directly informs the harm potential and data sensitivity factors.

	U.S. Treasury — Opportunities and Challenges of AI in Financial Services (Nov. 2023)
	Maps AI use cases across the financial sector and highlights consumer protection priorities in credit, fraud detection, and customer service. Informs the consumer impact factor and example use cases in each tier.



This worksheet is intended to assist an institution’s risk assessment process and should not be interpreted as official regulatory guidance from a state agency.
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